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Context of the study
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Monitoring and modelling system for 

assessing stress on groundwater resources 

and drinking water management (2023-2026)

WP4 Socio-political context of 

digitalisation:

-> perceptions and willigness to use 

advanced digital tools for sustainable 

groundwater management

 



Introduction & background
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What is digitalisation?

• Adoption and use of information & 

communication technologies (ICTs), e.g.  

internet of things, artificial intelligence, advanced 

(big data) analysis, cloud computing, machine 

learning

• New ways of data collection, processing, 

sharing, access and use  

• Complex process of digital transformation -> 

change, challenges (!)
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Digitalisation refers to the process of 

integrating digital technologies into various 

aspects of everyday life, business 

operations, and industries. It involves the 

adoption and utilization of digital tools, 

platforms, and processes to improve 

efficiency, enhance productivity, and 

create new opportunities for growth and 

innovation (ChatGTP, 10.07.2024)



Social acceptance- a key driving force

• Evaluative response (approval, opposition) relating to a 

proposed or existing technology by individuals or 

organizations (Upham et al 2015) 

• Market (user) acceptance – users´ willingness to 

adopt and use ICTs (and/or the data they produce) versus 

just the passive ‘‘approval/opposition” (Emodi et al 2021) 

• Role of perceptions ( e.g. perceived ease of use, 

perceived risks & benefits)

Increasing research - > perceptions about data 

governance issues (e.g. data privacy, security, 

ownership)
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Digitalisation in water management
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Water management 4.0 / Digital Water/Smart 

Water Management

• Digitalization (adoption & use of advanced ICTs) as a 

central component feature of sustainable water 

management

• Support policy and decision making, development of 

optimization measures and strategies for addressing 

wicked water challenges (e.g. scarcity, quality, 

security)
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Social acceptance of digital water technologies (ICTs): what we know?

Research on social/ market acceptance still emerging 

• Main focus on technical aspects (e.g. perceived ease of 

use – installation of smart water meter) (e.g. Goulas et al. 2022; 

Madias, Szymkowiak, and Borusiak 2023; Tean 2023)  

• Increasing no. of social science (mainly quantitative) 

studies – perceived benefits (oppritunities) and risks 

(threats) (Müller-Czygan et al  2021; Gebremeskel et al 2023, Baycheva-

Merger et al 2024) 

• Data governance issues recognized as important factors, 

but only briefly mentioned

• Need for in-depth understanding/exploration of how 

perceived data governance issues influence willingness of 

users to adopt and use ICTs
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Müller-Czygan et al  2021

Baycheva-Merger et al 2024

Figure 5. Perceived threats of IoT environmental monitoring (forest, water).



Overall research aim & expected 

contribution

Research aim: To provide an in-depth understanding of 

how perceived data governance issues influence users´

willingness to adopt and use ICTs in water management 

Expected contribution: an increased understanding of 

social acceptance of water management 4.0 (implications 

for policy, science & practice)
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Who are the users? – potential

& actual

Actors (i.e. public and private

organizations) engaged in water

management activities spanning

from public water supply, to

protection of floods, and monitoring

low levels of groundwater, etc.



Research design

• A data governance perspective 
• Scope of the study
• Multiple case-study approach
• Methods of data collection and analysis
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A data governance perspective 

• Data governance has long been of interest to practitioners 

and researchers

• Mainly in relation to technical aspects of data management 

(within an organization)

• Data governance in the context of digitalization – broader 

perspective (Davidson et al 2023)

• Sharing and access of data beyond organizational 

boundaries 

• Equity and fairness  (e.g. data biases in AI –based 

decision-making)

• Data privacy & security 

• Data ownership & control
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What is data governance? 

• the exercise of authority and 

control (planning, monitoring, and 

enforcement) over the 

management of organisational data 

assets (e.g., traditional data 

lifecycle)

• outlines normative policies, 

practices, procedures, and 

structures



Distributed data governance framework (Gegenhuber et al 2023)

• Openess

• Accountability

• Power
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Distributed data governance in the context of ICTs 
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Dimension Definition Key aspects relevant to the adoption 

and use of ICTs

Key sources

Openess 

(transperancy)

Free/ open availability, 

accessibility, and usability of 

data 

• Improved decision-making & early 

response

• Research & innovation

• Collaboration & coordination

• Public awareness and engagement

• Operational efficiency and resources 

management

Ruijer et al, 2020; 

Gurin 2014, Talkuder 

et al 2019, Sugg 

2022

Accountability Responsibility to ensure data 

is accurate, secure, ethically 

used, and serves intended 

purposes without causing 

harm

• Data privacy and security

• Data quality, accuracy, reliability

Abraham et al., 2019; 

Micheli et al., 2020; 

Trittin Ulbrich & B 

ockel, 2022; Yallop & 

Aliasghar, 2020

Power Ability to influence, control, 

and derive benefits from the 

continuous flow of data.

• Data ownership and control Scassa 2020, 

Paskaleva 2017



Specific research objectives
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Transperancy- open/free 

sharing, acccess and use of 

data

Data privacy and security 

(incl. data quality, accuracy)

Data ownership & control

Explore whether & how users´ perceptions on: 

Market acceptance-

Willingness of users to adopt and use ICTs 

in water management

influence



Research design

• A data governance perspective 
• Scope of study and research approach
• Methods of data collection and analysis
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Scope of study

Adoption and use of ICTs in water 

management in Germany
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(1) Water management 4.0: political developments & strategic 

position (Digital Agenda for the environment, National 

Water Strategy)

(2) Rapid development & promotion of ICTs for water 

management, e.g. IoT real time monitoring systems  (Arnold 

et al. 2017; Bolte et al 2021; de Wall 2021; Krifter 2021) 

(3) Early stage of adoption and use (UBA, 2020; Baycheva-

Merger et al, 2024)

(4) Access to data (study part of StressRes project)

Groundwater management & IoT real-

time monitoring systems

• Increasing political & scholarly 

attention to groundwater (quality and 

availability) due to droughts /climate 

change

• Research initiatives and projects 

developing and testing groundwater 

monitoring tools 4.0 (quality & 

availability)

• (e.g. StressRes, NiMo 4.0, NitratLurch, 

KiMoDis, GW 4.0)



Research approach 

Case 1: Administrative region of Freiburg (Regierungsbezirk 

Freiburg) 

• Groundwater issues evident (cf. Alexander, 2019; Bachmann- Goronzy, 

2020; Steudel, 2021; Zahn, 2020) 

• “ Smart Water City” - Digital Water Institute, conferences on smart 

water management,  research and technical projects on smart water 

management)

• Easy access/contact to relevant groundwater management actors in 

the region, i.e. potential and actual users of ICTs 

Case 2 & 3 – to be identified in Autumn
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Multiple case study approach (Merriam, 1998): 2-3 cases/regions in Germany

 



Research design

• A data governance perspective 
• Scope of study and research approach
• Methods of data collection and analysis
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Data collection

Semi-structured qualitative interviews with (actual, potential) users of real –time ground water monitoring 

systems (in total 11)  

May-June ( in person, no longer than 45 min, in German  -

 cities of Freiburg, Denzlingen, Emmendingen 
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Actor group Number of 

interviews

Code

State water management authorities 

(oberen, unteren Wasserbehörde)

5 SWA

Science & academia (research, 

consulting)

3 SA

Water suppliers 2 WS

Non-governmental organisations 1 NGO

Interview guide: 10 open-ended 

questions, 4 theme sections 



Data analysis

 

• Transcription ( two step process : AI- software, 

checked by a student assitant)

• Translation into english (DeepL)

• Qulaitative data analysis (Bingham & Wittkowsky 2022) 

              -  Deductive & inductive analysis 

               - MaxQDA 

• Qualitative comparative analysis (all cases)
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How do perceived data governance issues influence 

adoption and use of IoT real –time groundwater 

monitoring systems?

Preliminary findings
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General insights
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(1) Adoption and use of real-time groundwater 

monitoring systems – current status

• mainly by water suppliers (for more than 20 

years) 

• state water authorities – early stage; centralized 

monitoring system (LUBW- State Institute for 

the Environment, Baden-Wüttemberg), one 

exception 

• science & academia (Research, consulting)  -  it 

depends

• NGOs -  data use / no adoption of own 

monitoring systems

(2) Data governance is a key factor 

influencing the willigness of users to 

adopt and use real-time groundwater 

systems

(3) Openess, Accountability & Power -  

very closely interlinked!   

LUBW ( near) real-time groundwater measuring stations



Openess – positive perceptions 

Perceived benefits of free/open accessbility, availability and 

use of real-time data groundwater (majority of 

interviewees)

 - >  expressed willigness to (further)  adopt and use real-

time systems/data

• Improves/informs decision –making, early 

response and action  

• Coordination, collaboration, collective 

understanding and action  

• Operational efficiency and resource 

management/allocation
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I think that if we had real-time data and our own 

measurement network, we could respond much better 

and faster when something happens (SWA)

“Real-time data significantly improves our ability to inform 

forest owners and other stakeholders about forest conditions, 

soil moisture levels, and potential issues like drought. It 

would simplify responses to inquiries and promote the 

visibility of our work. Additionally, it would facilitate better 

synergy with other agencies and improve our internal 

processes” (SA )

“…real-time groundwater data should help with more 

transparency. So, for me, a major role […]  is to ensure 

more transparency, so […]  anyone can see how much 

groundwater there is or what its quality is (NGO)

“[ ]..it plays a significant role. Establishing real-time data 

for groundwater levels is an objective for us—to be able to 

retrieve real-time data online and live regarding 

groundwater levels. […]  it's crucial for management 

issues, to see how human activities might affect 

groundwater levels (SWA)



Openess – concerns/doubts

• Added value of real- time data (what real-time 

data reveals and  transfers into actionable 

measures)- do we really need it?

• Risk of “alarmism” – who access it, acts on it, 

and  makes decision upon it) 

• More transparency might create more conflicts: 

who uses groundwater and when? 
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• Well, I mean is do we really need real-time data for 

ground water? It is not so volatile like surface water- we 

do not need to have many real time stations.  We need 

the data to make evaluations, statistical, how the 

groundwater levels are trending over the years. But we 

don't always need current data directly.”  (SWA)

• But it's also often a bit of concern that if there's too much 

transparency, people who don't know how to interpret the 

numbers might panic when they see, oh, this much water 

is being extracted from the Rhine. They don't know the 

numbers and can't put them into context.  (NGO)

• I think the biggest challenge lies in the application 

afterwards, in translating what real-time data reveals and 

forecasts into actionable steps […]. What I see as a 

potential danger with real-time data is also how it's 

portrayed in traditional media. For example, during a 

drought, there's often a level of alarmism that can impact 

regulatory processes. We need to move away from this 

alarmism towards a more controlled and managed 

perception (SA)



Accountability

• Concerns about data privacy and security 

restrict the free/open accessibility, availability 

and use of real-time groundwater data 

•  -> Stringent regulation and measures in place ( 

e.g. EU data protection regulation, the BIT-BW, 

internal policies)
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“ Approximately 99% of our data isn't publicly accessible due to our 

critical infrastructure status. However, under regulations and 

stringent measures in place, we provide analytical data on water 

quality publicly, not real-time data. Real-time data are restricted due 

to security concerns. Sharing operational details could compromise 

our infrastructure's security against cyber threats or even physical 

attacks. Cybersecurity is a significant concern. Publishing 

operational details could potentially expose vulnerabilities or 

operational procedures that could be exploited by malicious 

entities. Therefore, access to real-time operational data is tightly 

controlled to mitigate these risks “ (WS)

“However, we face challenges due to poor IT infrastructure, 

primarily because of the BIT-BW law that centralizes IT services for 

all public administrations in Stuttgart, limiting our hardware and 

software development freedom. Consequently, we have difficulties 

with data transfer, both in and out mainly due to data security and 

IT infrastructure constraints. BIT-BW centralizes services for public 

institutions, which restricts our ability to develop and transfer data 

flexibly. This has delayed our ability to publish real-time data, 

although we are working on solutions to overcome these 

restrictions”  (SA)

Gesetz zur Errichtung der Landesoberbehörde IT Baden-Württemberg



Accountability

Concerns about: 

• who should be responsible for checking and assuring 

data quality, validity and accuracy (also processing & 

harmonizing the big amount of data) 

• lack of personnel and funding

…..  restrict willingness to adopt and use real-time 

groundwater monitoring systems!
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“ I believe the biggest hurdle we have is that we are 

not permanently well-staffed. This means we don't 

have an extra position for someone dedicated solely 

to digitalization. For example, when it comes to the 

digitalization of water protection areas, since it’s my 

area of responsibility, I have to enter all the data and 

ensure they are regularly updated, and so on. This 

takes time that simply isn’t allocated to me. And also, 

for instance, when we talk about real-time monitoring 

systems for the measurement networks, it’s not just 

about some measurement value being read by data 

loggers, but also about validating this value. Regular 

trips to the measurement site are necessary to check 

if the site is functioning correctly and if everything is 

in order. Therefore, I believe personnel and financial 

resources are all factors that influence digitalization”  

(SWA)

“ The biggest challenge is implementing it 

organizationally. Developing a concept and ensuring 

personnel for organizational data capture and 

transmission, setting it up on servers, and presenting 

it. Someone needs to take care of that, and we're 

understaffed in that area” (SWA)



Data ownernship and control

• Groundwater data ownership & control within 

public administrations – perceived as well-

regulated ( cooperation agreements, 

centralized system, e.g. LUBW)

• lower water authorities not allowed to share 

more detailed data with third/external parties 

•  lack of own measurement stations -> 

restricts use of data 

• concerns about fees and charges of more 

detailed data groundwater quality data
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“ I think that if we had real-time data and our own measurement network, 

we could respond much better and faster when something happens. For 

example, in the past few summers, we have issued general orders to 

restrict the public use of surface water. Last year, we even dared to restrict 

groundwater a bit because it was an extremely dry year. We noticed that 

we were simply lacking measurement values and didn't have enough 

groundwater levels. We have a very heterogeneous aquifer in the 

Emmendingen district and the region in general. This means we cannot say 

that one measurement station can cover the entire district and provide an 

accurate status. If we had more real-time data, especially our own, we 

could set up a small measurement network and react more effectively.” 

(SWA)

[…] Public administration is actually obligated to provide such data, 

but they can impose administrative fees, and for a small association 

like ours, with fewer than 30 members, a fee of 150 euros is quite 

high if we have to pay it. We usually have about 6 or 7 topics we're 

intensively dealing with simultaneously. If we have to spend 150 

euros on each of these topics to access data, we quickly exhaust 

our entire annual membership fees. […] real-time data should be 

available without imposing such artificial financial barriers. [ 

….]because water is a common good, data related to water must 

also be a common good. It should not be commercially exploited. 

[…]And essentially, as part of the public, we all have a right to 

access this data “  (NGO)



Discussion & conclusion
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Discussion & concluding thoughts

Data governance issues as a key factor influencing willigness to adopt and use ICTs in groundwater 

management 

• Openess perceived rather positively ( i.e. benefits with open/free accessibility, sharing and use), yet 

transparency for whom and what purpose?  

• Data privacy and security seen as a barrier to the adoption and use of real-time monitoring system/ 

restrict the free/open sharing, access and use) 

• Where is the sweet spot? As open as possible, as closed as necessary? 

• Data quality, reliability, accuracy  - accountability is key (lack of motivation, recognition, awareness?)

• Data ownership & control – > who decides what data to be free/shared, how and why? 
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Next steps/outlook

• Analysis of  users´ perceptions on data 

governance issues in other regions of Germany 

(Case 1 & 2) and comapre

•  Plan to expand and analyse / and compare 

perceptions along the other dimensions of social 

acceptance triangle 
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                       Any questions?
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THANK YOU VERY MUCH ! 
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