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Context of the study

WP4 Socio-political context of
digitalisation:

-> perceptions and willigness to use
advanced digital tools for sustainable

groundwater management
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Introduction & background
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What is digitalisation?

Digitalisation refers to the process of
integrating digital technologies into various

- Adoption and use of information & aspects of everyday life, business
.. : operations, and industries. It involves the
communication technologies (ICTs), e.g. adoption and utilization of digital tools,
Internet of things, artificial intelligence, advanced platforms, and processes to improve
(big data) analysis, cloud computing, machine efficiency, enhance productivity, and

create new opportunities for growth and

learning innovation (ChatGTP, 10.07.2024)

* New ways of data collection, processing,
sharing, access and use

« Complex process of digital transformation ->

o d
y
change, challenges (!) i u‘ '
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Social acceptance- a key driving force

» Evaluative response (approval, opposition) relating to a
proposed or existing technology by individuals or

organizations (Upham et al 2015)

« Market (user) acceptance — users” willingness to
adopt and use ICTs (and/or the data they produce) versus
just the passive “approval/opposition” (Emodi et al 2021)

» Role of perceptions ( e.g. perceived ease of use,

perceived risks & benefits)

‘//’ Increasing research - > perceptions about data

governance issues (e.g. data privacy, security,

ownership)

universitatfreiburg

Socio-political acceptance
o Public
o Key stakeholders

o Policymakers

Community acceptance
@ Procedural justice

o Distributional justice

i Truest

Market acceptance

o Consumers
o Investors
o Intra-firm

Fig. 1 — The triangle of social acceptance [ZZ].
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Digitalisation in water management

Water management 4.0 / Digital Water/Smart
Water Management

 Digitalization (adoption & use of advanced ICTs) as a
central component feature of sustainable water
management

» Support policy and decision making, development of
optimization measures and strategies for addressing
wicked water challenges (e.g. scarcity, quality,
security)
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Social acceptance of digital water technologies (ICTs): what we know?

Table 4. Expected benafits from digitization projects (n = 85).

Research on social/ market acceptance still emerging Benefits At Varlance  pranderd
5 = great importance; 1 =less importance; and 0 = no importance
° 1 i 1 Time effidency 391 151 123
Main focus on technical aspects (e.g. perceived ease of - B i e~
. . (Tt 423 1,08 1,04
use — installation of smart water meter) (e.g. Goulas et al. 2022; : 125 116 108
Qata access from anywhere 3,58 1,73 131
Madias, Szymkowiak, and Borusiak 2023; Tean 2023) = 3,51 2,06 14
Security of mppl} and disposal 342 297 1,44
. . . . . . Showing that you are up to date 239 216 147
 Increasing no. of social science (mainly quantitative) Msking work eati for emgloyees. 373 138 117
_ ] _ ) o ] Danger detection/alerting 377 1,83 1,35
studies — perceived benefits (oppritunities) and risks Future proofing 3% 158 126
(threats) (Muller-Czygan et al 2021; Gebremeskel et al 2023, Baycheva- Mller-Czygan etal 2021

Figure 5. Perceived threats of 0T environmental monitoring (forest, water).

Merger et al 2024)

Change of organisational structure

« Data governance issues recognized as important factors,

but only briefly mentioned

I'f'l

Isusefmisinterpretation of information

* Need for in-depth understanding/exploration of how

Data privacy and secutj

perceived data governance issues influence willingness of

|
LS.
use rS tO ad Opt and use I CTS Loss of legitimation and trust
]
; . Bluaych(]alva—l\/!erger“et al 5024,.
| disagree W1 disagree somewhat | agree somewhat ™| agree
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Overall research aim & expected
contribution

Research aim: To provide an in-depth understanding of
how perceived data governance issues influence users’
willingness to adopt and use ICTs in water management

Expected contribution: an increased understanding of
social acceptance of water management 4.0 (implications
for policy, science & practice)

Who are the users? — potential
& actual

Actors (i.e. public and private
organizations) engaged in water
management activities spanning
from public water supply, to
protection of floods, and monitoring
low levels of groundwater, etc.
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Research design

A data governance perspective
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A data governance perspective What is data governance?

 the exercise of authority and
« Data governance has long been of interest to practitioners control (planning, monitoring, and
and researchers enforcement) over the
management of organisational data

assets (e.g., traditional data
(within an organization) lifecycle)

« Mainly in relation to technical aspects of data management

« Data governance in the context of digitalization — broader : . .
« outlines normative policies,

perspective (Davidson et al 2023) practices’ procedures’ and
structures

« Sharing and access of data beyond organizational

boundaries

« Equity and fairness (e.g. data biases in Al —based Traditional data lifecycle

decision-making)

o—’ —’.—bo—b-—»

 Data privacy & security

2. Acquire 3. Process 4. Analyze 5. Integrate 6. Store

« Data ownership & control
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Distributed data governance framework (Gegenhuber et al 2023)

Information and Organization 33 (2023) 100453

Table 1

« QOpeness
« Accountability

e Power

Dizmbuted daa governance frameawork.

ELSEVIER

journal homepage: www.elsevier.com/locatefinfoandorg

Contents lists available at ScienceDirect

Information and Organization O)- e

Orchestrating distributed data governance in open s
social innovation

Thomas Gegenhuber *%°, Johanna Mair °, René Lithrsen®, Laura Théter *

2 Johzmes Kepler University Ling, Austria

® Hertic School, Germary; Stanford Dniversity, DRA

© Laghanc University Linckerg, Garmany

ARTICLEINFO ABSTRACT

Faywords Open Social Innovaton (OS5I} involves the ion of multiple to generate
Dﬂﬂm= B ideas, and develop and zcale solutions to make progresz on zocietal challenges. In an OSI project,
Open social innovation share data and i iom, utilize it to better understand 2 problem, and combine
DP‘“"‘,] & data with digital technologies to create digitally-enabled solutions. Consequendy, data gover-
B nauneuexsennalﬁnromhezmganoslmenw{zuhmﬂummufmmm
Hackachoms Because OSI brings multiple together, and each

data governance in OSI ha: a distributed natre. In thiz emay we put forward a framework
consizting of three dimensions allowing an inguiry inte the effectiveness of such distribured data

governance: (1) opemmess (i.e.
to be held

, freely sharing dara and information), (2) acconsability (ie.,
d provide justifications for ona's conduct) and (3] power (ie.,

resourceful actors’ ability to impact other stakeholder's actons). We apply thiz framework to
reflect on the OS5I project FWirVsVime ("We versus virus” in English), to illustrate the challenges

in izing effective distri

for research and

practics.

data and derive I

o .

Definition

Falevamce for Data Governance in OS]

Ery pources

Openmese

Accountabilioy

Diata sharing enahles coordinating and
innovating acroes pectors amony multiple
stakeholders

Providing explanations or justification for one'z
conduct

Foatering data charing and collaborative data creation makes it

EROUrCER

Clarifies wha ie accountable for what a2nd to whom

Benlkler, 2016, von
Hippel, 2017
Ebrahim, 2010 Ebrahim
et al | 2014

Powmr Di=gres to which one actor can influence Captures that in mult-stakehaolder petfings some stakeholdem Battilana & Cagciaro,
decimions and other actors” conduct are more powerful than others 2021; Gray =t al., 2022
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Distributed data governance in the context of ICTs

Dimension Definition Key aspects relevant to the adoption Key sources
and use of ICTs
Openess Free/ open availability, * Improved decision-making & early Ruijer et al, 2020;
(transperancy) | accessibility, and usability of response Gurin 2014, Talkuder
data « Research & innovation 282'22019' Sugg
« Collaboration & coordination
» Public awareness and engagement
» Operational efficiency and resources
management
Accountability | Responsibility to ensure data | « Data privacy and security Abraham et al., 2019;
is accurate, secure, ethically Micheli et al., 2020;
used, and serves intended - Data quality, accuracy, reliability T”lt(t'rl‘ globznzmv&nB .
. : ockel, ; Yallop
E;:pmoses without causing Aliasghar, 2020
Power Ability to influence, control, |+ Data ownership and control Scassa 2020,
and derive benefits from the Paskaleva 2017
continuous flow of data
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Specific research objectives

Explore whether & how users” perceptions on:

Transperancy- open/free
sharing, acccess and use of
data

Data privacy and security
(incl. data quality, accuracy)

Data ownership & control

universitatfreiburg

influence

v

Market acceptance-

Willingness of users to adopt and use ICTs
In water management
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Research design

 Scope of study and research approach
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Scope of study

Groundwater management & IoT real-

: . time monitoring systems

Adoption and use of ICTs in water

management in Germany « Increasing political & scholarly
attention to groundwater (quality and
availability) due to droughts /climate

change
(1) Water management 4.0: political developments & strategic « Research initiatives and projects
position (Digital Agenda for the environment, National developing and testing groundwater
Water Strategy) monitoring tools 4.0 (quality &
availability)
(2) Rapid development & promotion of ICTs for water
management, e.g. loT real time monitoring systems (Armold * (e.g. StressRes, NiMo 4.0, NitratLurch,
et al. 2017, Bolte et al 2021; de Wall 2021, Krifter 2021) KiMoDis, GW 4.0)

(3) Early stage of adoption and use (UBA, 2020; Baycheva-
Merger et al, 2024)

19
Ikl
I —

_ Wasserz
Schutzgebiet

(4) Access to data (study part of StressRes project)

16
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Research approach

Multiple case study approach (Merriam, 1998): 2-3 cases/regions in Germany

Case 1: Administrative region of Freiburg (Regierungsbezirk
Freiburg)

. Groundwater issues evident (cf. Alexander, 2019; Bachmann- Goronzy,

2020; Steudel, 2021; Zahn, 2020)

. “ Smart Water City” - Digital Water Institute, conferences on smart
water management, research and technical projects on smart water

management)

. Easy access/contact to relevant groundwater management actors in

the region, i.e. potential and actual users of ICTs

Case 2 & 3—-1to be identified in Autumn

3. DIGITAL
ey WATER
_~ CONFERENCE
ﬂ :

Wassarwirtschaf't im Zedtalter von Digitolisiarung & K

Europa-Park -Stadion

fiif 20.09.2023  © “Femirgin o

HYeR
b Kanpmersion v

P o DXGITAL WATER o - 4
¢ badenova * FiM
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Research design

 Methods of data collection and analysis
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Data collection

Semi-structured qualitative interviews with (actual, potential) users of real —time ground water monitoring
SyStemS (In total 11) Interviewleitfaden

Begrifiung

Vielen Dack, doss Se sch fir deses Inferview Zed gerommen haben. Das inlervew solte mex. 25 Minuten devem. lst
des £ir Sie in Ordrung?

Das iterview besteht sus zwe: Telen Im Enter Tel wind o3 um den Enselz und die Nuitung vor dgislen Techacloges
‘ Ode = Bezug 0 Grundwasser sligemen geten ud m Zweites Tei spezfach u= die Nultung von Ecrized-Dsten

Ich wivde das irizrsew geme suhetmen uniershitel mich bei der Auswerting. hve Dalen wenden ster sebstves

Actor group Number of
interviews :Z‘f‘":”,ﬁ'l’:‘;;;?f;;“‘;’.:x;““ REne——

EBnsteg

State water management authorities 5 SWA Rt A b irinb o

fung 2y bun Rt

(oberen, unteren Wasserbehorde) 3 S

(2) Giie sescheeben Sie als Einsbeg weiche Role spelt Digiaiserung in ihver (dezedigentigicren) Atel?

Science & academia (research, 3 SA Bl et M el WA
consulting)

Grundwassers engeseld wesden, um die Erfassung, den Zugang und die Nutzung von Deten in Bezug ot

o) die Wossergualiat
b} die Vefigterkel von Wasser 2u verbessemn®

{4) Hot Pre Organsfion Echtzeitiberwachungsoysteme engefitt und verwendet, um 28, von Waesserve~

Water suppliers 2 WS gl g el

o) Wemn gee« e bl nE*ruge-an—S e dese, 2 6. wos Sie dazu bewogen
hat, Ge Scrizetisernacrung enndimces und Ty mulzen” anm 3ed Se Mt der:eh;e Nt

Non-governmental organisations 1 NGO Mecmmpesssnrs MR

Dvedeniunauineden”

Themenblock 2: Chancen und Herausforderungen bem Avstausch und der Nutzung von digeaien Echizetdaten
5] Wes 3nd [ver Mermung nach den wichtigsten Vorteilen der (potenzele) Nulzung von Echizeitdaten fir fre
Crgnuev

(6] Wes dlh-rlknng vdryﬂmhmm Zuwsammenheng mi der Nuttung von Echb-
zeidalen fir hee Orgonaaton?

May-June ( in person, no longer than 45 min, in German - ARSI SRR

(T) Wie kdmeien Brer Menung nach Datenschees- und Sicherbeitsaspekte den Ausiousch von Echizeiideten be-
enfiussen fir re Orgenieton?

cities of Freiburg, Denzlingen, Emmendingen Interview guide: 10 open-ended

guestions, 4 theme sections
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Data analysis

 Transcription ( two step process : Al- software,
checked by a student assitant)
 Translation into english (DeeplL)
« Qulaitative data analysis (Bingham & wittkowsky 2022)
- Deductive & inductive analysis
- MaxQDA

Qualitative comparative analysis (all cases)

universitatfreiburg

Albert-L

Phase 1: Organizing the Data
Deductive Analysis: Attribute Coding
Function: Organize the data

Memoing: Record thoughts on data
collection and potential analysis process

Product: Organized, searchable data

Phase 2: Sorting the Data

Deductive Analysis: Topic codes aligned to
research questions/study purpose

Function: Sort the data into categories that

| are relevant to research questions

Memoing: Record initial impressions, jot
thoughts on code development, begin coding
guide

Product: Sorted, relevant data

Phase 3: Understanding the Data
Inductive Analysis: Open/Initial coding
Function: Identify emerging ideas in the data

Memoing: Develop code definitions, identify
key ideas in relation to the research
questions, keep track of evidence

Product: Inductive codes

Phase 4: Interpreting the Data

Inductive Analysis: Pattern coding, theme
development

Function: Identify patterns, develop themes,

| create findings statements

Memoing: Respond to the research
questions, identify representative data,
develop case summaries, record analytic
decisions

Product: The findings of the analysis

Phase 5: Explaining the Data

Deductive and Inductive Analysis: Literature
and Theory Coding

Function: Apply the theoretical framework,
and use it to explain the findings; Situate the
findings in the literature

Memoing: Respond to analytic questions
about the data in relation to existing research
and theory; develop explanations for findings

Product: Literature- and theory-based
explanation of findings




How do perceived data governance issues influence
adoption and use of 10T real —time groundwater
monitoring systems?

Preliminary findings
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General insights

(1) Adoption and use of real-time groundwater
monitoring systems — current status

* mainly by water suppliers (for more than 20
years)

« state water authorities — early stage; centralized
monitoring system (LUBW- State Institute for
the Environment, Baden-Wittemberg), one
exception

» science & academia (Research, consulting) - it
depends

LUBW ( near) real-time groundwater measuring stations

Freiburg-Ebnet - GWM PE 2 - 0106/120-5

1) Karte 1 =8 Diagramm B Tabele

« NGOs - data use / no adoption of own
monitoring systems

universitatfreiburg

GWM PE 2, Freiburg-Ebnet

(2) Data governance is a key factor
influencing the willigness of users to
adopt and use real-time groundwater
systems

(3) Openess, Accountability & Power -
very closely interlinked!

Albert-Ludwigs-Universitat Freiburg | Présentationstitel | 12. Juli 2024
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Openess — positive perceptions

Perceived benefits of free/open accessbility, availability and
use of real-time data groundwater (majority of
interviewees)

- > expressed willigness to (further) adopt and use real-
time systems/data

* Improves/informs decision —making, early
response and action

« Coordination, collaboration, collective
understanding and action

« Operational efficiency and resource
management/allocation

universitatfreiburg

“Real-time data significantly improves our ability to inform
forest owners and other stakeholders about forest conditions,
soil moisture levels, and potential issues like drought. It
would simplify responses to inquiries and promote the
visibility of our work. Additionally, it would facilitate better
synergy with other agencies and improve our internal
processes” (SA)

| think that if we had real-time data and our own
measurement network, we could respond much better
and faster when something happens (SWA)

“[ ]..it plays a significant role. Establishing real-time data
for groundwater levels is an objective for us—to be able to
retrieve real-time data online and live regarding
groundwater levels. [...] it's crucial for management
issues, to see how human activities might affect
groundwater levels (SWA)

“...real-time groundwater data should help with more
transparency. So, for me, a major role [...] is to ensure
more transparency, so [...] anyone can see how much
groundwater there is or what its quality is (NGO)
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e Well, | mean is do we really need real-time data for
Openess — concerns/doubts ground water? It is not so volatile like surface water- we
do not need to have many real time stations. We need
the data to make evaluations, statistical, how the
groundwater levels are trending over the years. But we

o Added Value Of real' tlme data (What real'tlme don't a|WayS need current data d|rect|y 22 (SWA)
data reveals and transfers into actionable e Butit's also often a bit of concern that if there's too much
measures)- do we really need it? transparency, people who don't know how to interpret the

numbers might panic when they see, oh, this much water
Is being extracted from the Rhine. They don't know the

. . i . numbers and can't put them into context. (NGO)
 Risk of “alarmism” — who access it, acts on it,

e | think the biggest challenge lies in the application
afterwards, in translating what real-time data reveals and
forecasts into actionable steps [...]. What | see as a
potential danger with real-time data is also how it's

* More transparency might create more conflicts: portrayed in traditional media. For example, during a

drought, there's often a level of alarmism that can impact

regulatory processes. We need to move away from this
alarmism towards a more controlled and managed
perception (SA)

and makes decision upon it)

who uses groundwater and when?
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AC coun tab | | | ty “Approximately 99% of our data isn't publicly accessible due to our
critical infrastructure status. However, under regulations and

stringent measures in place, we provide analytical data on water
guality publicly, not real-time data. Real-time data are restricted due

» Concerns about data privacy and security to security concerns. Sharing operational details could compromise

restrict the free/open accessibility, availability our infrastructure's security against cyber threats or even physical
_ attacks. Cybersecurity is a significant concern. Publishing
and use of real-time groundwater data operational details could potentially expose vulnerabilities or

operational procedures that could be exploited by malicious
entities. Therefore, access to real-time operational data is tightly
controlled to mitigate these risks “ (WS)

« -> Stringent regulation and measures in place (
e.g. EU data protection regulation, the BIT-BW,

internal policies)

“However, we face challenges due to poor IT infrastructure,
primarily because of the BIT-BW law that centralizes IT services for
! “; : ' all public administrations in Stuttgart, limiting our hardware and
software development freedom. Consequently, we have difficulties
with data transfer, both in and out mainly due to data security and
IT infrastructure constraints. BIT-BW centralizes services for public
B BW institutions, which restricts our ability to develop and transfer data

. ik | : flexibly. This has delayed our ability to publish real-time data,
IT in BWgung et * ' S although we are working on solutions to overcome these
restrictions” (SA)

Gesetz zur Errichtung der Landesoberbehérde IT Baden-Wirttemberg
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Accountability

Concerns about;

« who should be responsible for checking and assuring
data quality, validity and accuracy (also processing &
harmonizing the big amount of data)

» lack of personnel and funding

..... restrict willingness to adopt and use real-time
groundwater monitoring systems!

“| believe the biggest hurdle we have is that we are
not permanently well-staffed. This means we don't
have an extra position for someone dedicated solely
to digitalization. For example, when it comes to the
digitalization of water protection areas, since it’'s my
area of responsibility, I have to enter all the data and
ensure they are regularly updated, and so on. This
takes time that simply isn’t allocated to me. And also,
for instance, when we talk about real-time monitoring
systems for the measurement networks, it’s not just
about some measurement value being read by data
loggers, but also about validating this value. Regular
trips to the measurement site are necessary to check
If the site is functioning correctly and if everything is
in order. Therefore, | believe personnel and financial
resources are all factors that influence digitalization”
(SWA)

“ The biggest challenge is implementing it
organizationally. Developing a concept and ensuring
personnel for organizational data capture and
transmission, setting it up on servers, and presenting
it. Someone needs to take care of that, and we're
understaffed in that area” (SWA)
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Data ownernship and control

« Groundwater data ownership & control within
public administrations — perceived as well-
regulated ( cooperation agreements,
centralized system, e.g. LUBW)

» |ower water authorities not allowed to share
more detailed data with third/external parties

 |ack of own measurement stations ->
restricts use of data

« concerns about fees and charges of more
detailed data groundwater quality data

universitatfreiburg

[...] Public administration is actually obligated to provide such data,
but they can impose administrative fees, and for a small association
like ours, with fewer than 30 members, a fee of 150 euros is quite
high if we have to pay it. We usually have about 6 or 7 topics we're
intensively dealing with simultaneously. If we have to spend 150
euros on each of these topics to access data, we quickly exhaust
our entire annual membership fees. [...] real-time data should be
available without imposing such artificial financial barriers. |
....]Jbecause water is a common good, data related to water must
also be a common good. It should not be commercially exploited.
[...JAnd essentially, as part of the public, we all have a right to
access this data “ (NGO)

“I think that if we had real-time data and our own measurement network,
we could respond much better and faster when something happens. For
example, in the past few summers, we have issued general orders to
restrict the public use of surface water. Last year, we even dared to restrict
groundwater a bit because it was an extremely dry year. We noticed that
we were simply lacking measurement values and didn't have enough
groundwater levels. We have a very heterogeneous aquifer in the
Emmendingen district and the region in general. This means we cannot say
that one measurement station can cover the entire district and provide an
accurate status. If we had more real-time data, especially our own, we
could set up a small measurement network and react more effectively.”
(SWA)
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Discussion & conclusion
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Discussion & concluding thoughts

Data governance issues as a key factor influencing willigness to adopt and use ICTs in groundwater
management

 Openess perceived rather positively ( i.e. benefits with open/free accessibility, sharing and use), yet
transparency for whom and what purpose?

« Data privacy and security seen as a barrier to the adoption and use of real-time monitoring system/
restrict the free/open sharing, access and use)

 Where is the sweet spot? As open as possible, as closed as necessary?
« Data quality, reliability, accuracy - accountability is key (lack of motivation, recognition, awareness?)

« Data ownership & control — > who decides what data to be free/shared, how and why?
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Next steps/outlook

» Analysis of users” perceptions on data
governance issues in other regions of Germany

Socio-political acceptance

(Case 1 & 2) and comapre : R

o Policymakers

* Plan to expand and analyse / and compare
perceptions along the other dimensions of social
acceptance triangle

Community acceptance Market acceptance
© Procedural justice o Consumers

o Distributional justice o Investors

o Trust o Intra.firm

Fig. 1 — The triangle of social acceptance [22].
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